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L'ENTE ITALIANO DI ACCREDITAMENTO

Att.: To all accredited Certification Bodies

Our ref.: DC2017SSV006 Milan, 16/01/2017

Subject: ACCREDIA Department of Certification and Inspection - Circular N°33/2016
Informative communication regarding accreditation against the certification scheme 1SO
37001 — Prevention of bribery and corruption

Introduction

In many countries, and in certain specific sectors, both public and private, bribery/corruption is a widespread
phenomenon and it constitutes a significant risk for business continuity; it is tolerated in a number of profes-
sional and geographical areas as a “necessary” part of business.

Growing awareness of the damage caused by bribery has led to the creation of national and international
strategies on the part of international organizations, administrative anti-bribery authorities such as ANAC in
Italy, and the various national legal structures, aimed at reducing the risk and the impact of bribery, also in
view of the globalization of the crime, using transnational normative instruments to combat it.

The matter has grown in importance due to a combination of factors:

e changes to the juridical approach whereby bribery is now a crime resulting in prosecution in the ma-
jority of countries;

e growing awareness of the damage caused by bribery, both to economies and to individuals;

e the attention given by organizations to their social responsibilities and to the ethical attitude of busi-
nesses (in ltaly there is the Law Decree 231 of 2001 which specifically addresses, among other
crimes, bribery — active and passive — with respect to the Public Authorities and in the private sec-
tor);

e the considerable financial and reputation risk run by organizations if they are discovered to be in-
volved in bribery.

ISO has thus developed a specific standard concerning the prevention of bribery: ISO 37001, an operative
instrument to be added to the provisions of individual countries by means of regulatory measures, such as
the UK Bribery Act or the “Pacchetto Anticorruzione” (anti-corruption package) in ltaly.

This new standard contributes to the definition of the modalities on the basis of which organizations may de-
clare their compliance concerning the prevention of bribery, through the adoption of reasonable prevention
measures which are proportionate to the risk of bribery. The standard is classified High Level Structure, also
applicable for the new ISO 9001:2015 and ISO 14001:2015, and it is aimed at companies of all sizes and ty-
pologies, both public and private.

ISO 37001 specifies the anti-bribery measures and controls adopted by organizations to monitor their corpo-
rate activities in order to prevent bribery. These include an anti-bribery policy, the commitment on the part of
the top management, the appointment of a staff member in charge of compliance, the training of all persons
who may be involved (it is worth remembering that these activities must be continuous and set in such a way
as to foster growth of the culture of organization), the evaluation of specific risks, setting out procedures such
as the rules regarding gifts, the monitoring of suppliers and commercial partners.

As it is structured in accordance with the high level structure classification, the standard can be easily inte-
grated with other management systems, such as ISO 9001, and its objectives can be included in the continu-
ous improvement plan.
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Compliance with the standard can be certified by a third party and, given the context, could also have legal
importance in certain countries.

Normative context

The standard ISO 37001 is based on the British Standard BS 10500. The ISO standard was created to help
public, private or non-governmental organizations of all sizes in order to prevent acts of corruption by its em-
ployees and collaborators or by anyone acting in its name, and to spread a corporate culture based on the
ethic of good commercial practices.

It should be underlined that the meaning of “bribery”, as set out in the standard ISO 37001, includes all the
behavior and/or activities which, despite being formally allowed, are relevant (directly or indirectly) under the
profile of risks of bribery and which are an obstacle with respect to the pursuit of the aims of the general in-
terest as required for public and private organizations (for example, the vast area of non-profit activities, so-
cial cooperation, health and private education, private companies providing public services, non-
governmental organizations).

The main requirements of the standard are a series of provisions and controls for preventing, signaling and
facing bribery, amongst which:

» apolicy for the prevention of bribery - procedures and controls;

« communication of this policy and the program to all interested and/or associated parties;

* leadership, commitment and responsibility;

» asurveillance procedure;

» training with regard to the prevention of bribery;

» risk assessment;

* “due diligence” regarding the organization’s business partners;

* reporting, monitoring, and reviewing of the top management and, if present, of the governance
body;

» requirement for associates to sign a declaration for the prevention of bribery;

» implementation of financial controls to reduce the risks of bribery;

» corrective actions and continuous improvements.

1) Certification rules

Accreditation standard UNI CEI EN ISO/IEC 17021:2015

Certification standard ISO 37001:2016

Competence require- | Refer to ISO/IEC 17021-9, Conformity assessment — Requirements for bodies
ments of the audit team providing audit and certification of management systems — Part 9: Compe-
tence requirements for auditing and certification of anti-bribery management
systems.

The audit team shall contain, as well as management system and audit man-
agement competences, one or more people who, together, fulfill the following
requirements:

a) A degree in a juridical or economics subject;

b) Thorough knowledge of the normative documents: (le-
gal, mandatory and in the area of good practices) regarding the preven-
tion of active and passive corruption and of the management of com-
pany integrity as applicable in the country in question and of the busi-
ness of the organization.

C) Significant experience of at least three years in the
management of anti-corruption or of legal compliance or corporate
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crime (for example Law Decree 231/2001, Law 190/2012 and subse-
quent amendments and modifications - “Dispositions for the prevention
and elimination of corruption and for integrity in the Public Administrtion
Authorities”).

Points b) and ¢) are considered fulfilled if the person is certified under accredi-
tation for anti-bribery schemes or in the ambit of Law Decree 231/2001.

For at least one day during the initial audit (Stage 1 and/or Stage 2) and during
the renewal audit, a legal expert (e.g. an accountant or former magistrate) shall
take part in the audit as auditor or as expert.

Competence require-
ments of the decision
maker and of the contract
reviewer

Refer to ISO/IEC 17021-9, Conformity assessment — Requirements for bodies
providing audit and certification of management systems — Part 9: Compe-
tence requirements for auditing and certification of anti-bribery management
systems.

Knowledge is also required of the anti-bribery and corporate crime standard
applicable in the country where the audit is taking place or where the business
is being carried out in line with the perimeter of influence.

Typologies of entity seek-
ing certification and pos-
sible exclusions.

Certification against ISO 37001 may be applied for by any type or size of organ-
ization.

It is not possible to exclude the application of the standard to certain locations
or processes within the same country.

Certification is issued to a legal entity in the interests of such entity and to all its
departments / branches, processes and activities actually performed.

It is however possible to limit application to specific countries. If, for example,
an organization is seeking certification for activities undertaken in ltaly, pos-
sessing 10 locations in Italy and 20 in other countries, it must apply the certifi-
cation to all 10 locations in ltaly, but it can exclude application to locations in
other countries.

In such cases as above, it could in any case be necessary to perform an as-
sessment of matters concerning the parent company in question if it is not in
Italy, even though it is not included in the scope of certification.

Responsibilities of the CB

A certified or applicant organization shall promptly inform its CB if it becomes
involved in any critical situation which could compromise the guarantees of the
certification of the system (for example a scandal or crisis of any sort or in-
volvement in a legal case concerning bribery or similar activities).

The organization shall also promptly inform the CB of any matter or occurrence
related to situations of bribery which may have involved any member/s of its
staff, and of the resulting actions taken to contain the effects of such occur-
rences, including an analysis of the causes and the relative corrective actions.

If an organization comes to know, directly from the organization or from other
sources, that the organization is involved in or has responsibilities regarding a
scandal or legal case involving bribery, it shall promptly carry out specific inves-
tigations/clarifications.

In such cases the market may be informed of the fact that a certain organiza-
tion is “under observation” (Granted the obligations of the law and of the regu-
lated markets — for example, the stock exchange).

After the analysis the CB may implement the usual provisions (closure of the
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assessment/investigation with archiving, sanctions, increased investigative ac-
tivities...) defined in accordance with the adequacy of the response and the
strategies implemented by the organization.

Audit times and audit
periodicity

The requirements of ISO/IEC 17021-1 are applicable.
The QMS table of the document IAF MD 05 is applicable..

If the organization seeking certification has been involved in the last five years
in a judicial enquiry concerning corruption, or if it is perceived by the market
and by the interested parties as a corruption risk, the CB shall perform a pre-
liminary analysis with the aim of implementing the resulting decisions concern-
ing the risks which have been identified (e.g. denial, acceptance with an addi-
tion to the timeline already adopted for a high risk organization, surveillances
conducted at reduced intervals).

If the organization has been involved in the last year in at least one judicial en-
quiry concerning corruption, the audit times are automatically increased by 30%
for the phase of the accreditation process in question (initial, surveillance or re-
newal). The duration of the subsequent audits will be based on the results of
the audits already undertaken.

An organization is to be considered high risk if at least one of the conditions
mentioned below is fulfilled:

e organizations involved in the last year in at least one judicial enquiry
concerning corruption/bribery;

e companies listed on the stock exchange;

e organizations which receive public contributions, funds or other financ-
ing, national or international, at a rate of over 30% of their revenue;

e organizations which receive from public entities and companies or in-
ternational institutions any form of financial contribution, including funds
deriving from the fulfilling of public contracts, at a rate of over 30% of
their revenue;

e the Public Administrations or other entities which, by law or by manda-
tory rules, apply measures of prevention and control of risks of corrup-
tion (e.g. a three-year plan for the prevention of corruption in accord-
ance with Law Decree 231/2001 for the purposes of accreditation in the
health or training sectors, anti-money-laundering standard)

e it is necessary to include in the risk analysis the Corruption Perception
Index — CPlI, a statistical indicator published annually by Transparency
International from 1995. Remote organizations or locations in countries
with an index score of 30 or less are always considered high risk;

e companies which, despite having few employees, have a high revenue
(e.g. trading companies). This factor could make it necessary to in-
crease the sampling of its orders.

All organizations which do not come into the high risk category but fulfill at least
one of the following conditions are considered to be medium risk:

e organizations which have been involved in the last five years in judicial
enquiries concerning bribery, provided that they have not already been
classified as high risk;

e remote locations in countries with a CPI of 50 or less;

e organizations which receive public contributions, funds or other financ-
ing, national or international, at a rate of less than 29% of their revenue.

Scope of the certificate

The requirements for the scope of the certificate are the same as those already
applied for ISO 9001, with special attention given to the activities carried out.
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It is not necessary to state the IAF sector.

IAF documents All IAF documents related to management systems are applicable, apart from
as stated above with regard to the document IAF MD 05.

Audit modalities and The audit team must evaluate with increased frequency and thoroughness, the

records processes and staff identified and nominated by the organization itself and/or
the audit team as being of a higher risk level, giving an explanation in the audit
documentation.

The audit team shall also express an opinion regarding the completeness of the
bribery risk analysis and also regarding the methodology used, as well as the
effectiveness of the internal auditing process.

The audit report shall also contain:
e the perimeter and applicability of the management system (§ 4.3 of ISO
37001);
specific details regarding risk activities;
mapping of persons/entities involved in greater risk activities;
company relations;
specific legislative references;
specific indications concerning the training carried out.

2) Accreditation process

Various different cases may be presented, on the basis of the ACCREDIA accreditations already held by the
certification body which presented the application for accreditation or extension.

The requirements of RG-01 and RG-01-01 remain unchanged for the granting of accreditation and for exten-
sion.

For bodies already holding ISO/IEC 17021-1, accreditation it is not necessary for them to have already is-
sued certifications in this scheme to make an application for the extension of accreditation.

The accreditation certificate does not state the sectors of accreditation.

If the CB already holds accreditations issued by other accreditation bodies, it is necessary to perform an as-
sessment on a case-by-case basis, in accordance with the applicable EA / IAF MLA agreements.

CB already accredited for the | 1 day document review (to be undertaken if possible at the CB’s
A scheme ISO/IEC 17021-1 premises)

1 witness assessment of a duration which is consistent with the or-
ganizational dimensions of the client. ACCREDIA reserves the right
to assess on a case-by-case basis the suitability of organizations
and the audit teams proposed for the accreditation and the subse-
quent surveillance activities.

CB not yet accredited against | 1 day document review
B ISO/IEC 17021-1 but accred-
ited in other sectors for other | Witness assessment at the CB’s head office — duration 2 days.
accreditation schemes.
1 witness assessment of a duration which is consistent with the or-
ganizational dimensions of the client. ACCREDIA reserves the right
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to assess on a case-by-case basis the suitability of organizations
and the audit teams proposed for accreditation and the subsequent
surveillance activities.

CB not yet accredited in any | 1 day document review
C scheme
Witness assessment at the CB’s head office — duration 4 days

1 witness assessment of a duration which is consistent with the or-
ganizational dimensions of the client. ACCREDIA reserves the right
to assess on a case-by-case basis the suitability of organizations
and the audit teams proposed for the accreditation and the subse-
quent surveillance activities.

Documentation to be presented to ACCREDIA for the document review

a) Checklist or guideline or instructions made available by the CB for the assessment
team;

b) Qualification requirements for those performing the contract review, of the auditors
and of the decision makers;

C) CVs of the auditors and decision makers and justification for their individual qualifica-
tion;

d) Procedure for setting up and managing audit teams;

e) Attestation/certificate issued by the CB;

f) List of issued certificates and of upcoming audit activities (necessary data for plan-
ning the witnessing);

9) Contractual procedures / regulations applicable to the assessment, as well as inter-
nal procedures for the management of certification files (from the quote to the certifica-
tion);

h) For CBs NOT possessing ISO/IEC 17021 accreditation, as well as the above-
mentioned documents, it is necessary to send the documents necessary for accredita-
tion.

3) Maintenance of accreditation

For the maintenance of accreditation, throughout the cycle of accreditation and except for special cases (e.g.
the management of complaints and remarks, modifications to the certification scheme, changes to the body’s
personnel etc.) the following assessments will be performed:

o If the CB has issued less than 50 certificates in the certification scheme, one witness as-
sessment and one on-site shall be performed;

o If the CB has issued between 51 and 200 certificates in the certification scheme, 2 witness
assessments and one on-site shall be performed;

o If the CB has issued more than 201 certificates in the certification scheme, 2 witness as-
sessments and 2 on-site shall be performed.

Please contact us for any clarifications.
With kind regards,

Emanuele Riva
The Department Director
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